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DETAILED ACTION 

1 . This office action is responsive to communications filed on 03/1 1/2004. 
Claims 1-26 are pending and have been examined. 

2. The information disclosure statement (I.D.S) filed on 03/1 1/2004 is considered. 

Claim Objections 

3. Claims 1-26 are objected to because of the following informalities: The numerical 
part numbers with respect to the drawings recited throughout all of the claims should be 
removed. For example: "A method (300) for distributing data (25), within a network (11), 
between a source consumer (50) and a destination consumer (250)...", the numerical 
numbers in the parentheses should be removed. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and uselul process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

5. Claims 1-3 and 5-18, 20-21 and 24 are rejected under 35 U.S.C. 101 because 
the claimed invention is directed to non-statutory subject matter. 

With regard to claim 1, the instant claim is drawn towards a method for 
distributing data within a network between a source and destination consumers. For a 
method claim to be found statutory, it must have a useful, concrete, and tangible result. 
In this case, the result of the instant claim is "arranging for transfer of the data... and 
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use of the data...". This result is useful and concrete, but is not tangible. For a result to 
be tangible, it must have some real-world impact or be available for use outside of the 
system. Arranging for transfer and use of the data is merely managing the data without 
storing or displaying that data management, which means that the arranging of the data 
is never used or presented. Dependent claims 2-3, 5-18 are rejected under the same 
reason. 

With regard to claim 20, the instant claim is directed toward a system for 
distributing data within a network between a source and destination consumers with a 
network communications interface and an information processing system, wherein the 
network communications interface and the information processing system can be 
implemented in software alone (See, specification, pages 6-7, paragraphs 22-24. It is 
noted that the interface and the information processing system are computer program). 
Claims directed toward software alone refer to functional descriptive material, which is 
per se non-statutory. Dependent claims 21 and 24 are rejected under the same reason. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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7. Claims 1-7, 9-26 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Nakano et al. (PGPUB: US 2004/0196981 A1) in view of Nagel et al. (Patent no.: US 
7,181,017 B1). 

With respect to claim 1, Nakano teaches a method for distributing data, within a 
network, between a source consumer and a destination consumer, the data originating 
from, and protected by predetermined intellectual property rights of, a third party 
(Nakano, Figures, 14-15), the method comprising: 

specifying a first access condition associated with the data, the access condition 
based on the predetermined intellectual property rights (Nakano: fig. 14, page 7, 
paragraph 108, and page 8, paragraphs 119-120. It is noted that the user purchases the 
access tickets from the electronic ticket management server 11.); 

based on a request requesting transfer of the data from the source consumer to 
the destination consumer, and based on a service ticket issued by an authority 
associated with the source consumer, arranging for authentication of the destination 
consumer (Nakano: fig. 14, pages 7-8, paragraphs 111-112, and page 8-9, paragraphs 
124-134. It is noted that the Certificate authority server verifies the user's electronic 
signature and issues the ticket to the user terminal.); and 

after authentication of the destination consumer, based on a second access 
condition issued by an authority associated with the source consumer (Nakano: page 9, 
paragraphs 135-137. Noted the access encryption key for the distribution server.), 
arranging for transfer of the data, via the network, from the source consumer to the 
destination consumer (Nakano: page 8, paragraph 114, and page 9, paragraph 139. It is 
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noted that the content distribution server distributes the content to the user terminal over 
the network), 

use of the data by the destination consumer restricted in a manner specified by 
the first and second access conditions (Nakano: page 9, paragraph 146. It is noted that 
only the user terminal 12 with the access encryption key is permit to use the data.). 

However, Nakano does not explicitly teach a method of transferring of the data 
via the network in a peer-to-peer manner. 

In the same field of endeavor, Nagel teaches a method of distributing data from a 
hosting server to users in a peer-to-peer manner (Nagel: col. 15, lines 53-62.). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of the invention to incorporate the method of distributing data from a hosting 
server to users in a peer-to-peer manner as taught by Nagel in Nakano's invention in 
order to for other user seeking information can communicate with each other to transfer 
the information and thus reduce the need for redundant new servers (Nagel: col. 15, 
lines 56-62). 

With respect to claim 2, Nakano teaches the method according to claim 1 , 
wherein the first access condition is further based on consumer characteristics 
associated with the destination consumer (Nakano: fig. 3, page 7, paragraphs 108-109). 

With respect to claim 3, Nakano teaches the method according to claim 2, 
wherein the consumer characteristics comprise one of a destination consumer domain 
name, or destination consumer device identity (Nakano: fig. 3, paragraphs 108-109, and 
page 9, paragraph 140, noted the content player.). 
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With respect to claim 4, Nakano teaches the method according to claim 1, 
further comprising the steps of: 

based on the service ticket, authenticating the destination consumer (Nakano: 
fig. 14, page 8-9, paragraphs 124-134); and 

based on the first and second access conditions, transferring the data via the 
network, from the source consumer to the destination consumer (Nakano: page 8, 
paragraph 114, and page 9, paragraph 139). 

However, Nakano does not explicitly teach a method of transferring of the data 
via the network in a peer-to-peer manner. 

In the same field of endeavor, Nagel teaches a method of distributing data from a 
hosting server to users in a peer-to-peer manner (Nagel: col. 15, lines 53-62 ). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of the invention to incorporate the method of distributing data from a hosting 
server to users in a peer-to-peer manner as taught by Nagel in Nakano's invention in 
order to for other user seeking information can communicate with each other to transfer 
the information and thus reduce the need for redundant new servers (Nagel: col. 15, 
lines 56-62). 

With respect to claim 5, Nakano teaches the method according to claim 1 , 
further comprising: 

arranging for creation of a content license by the destination consumer based on 
the first and second access conditions (Nakano: page 9, paragraphs 132-136, 146, 
noted the access encryption key permits the user to use the content data.). 
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With respect to claim 6, Nakano teaches the method according to claim 5, 
wherein the use of the data by the destination consumer is restricted in a manner 
specified in the content license (Nakano: page 9, paragraph 146.). 

With respect to claim 7, Nakano teaches the method according to claim 1 , 
wherein the network comprises the Internet (Nakano: fig. 1 , page 5, paragraph 86). 

With respect to claim 9, Nakano teaches the method according to claim 1 , 
wherein the step of arranging for authentication of the destination consumer comprises 
arranging for authentication of a gateway device associated with the destination 
consumer (Nakano: figures 9 and 14, page 7, paragraph 104 and page 9, paragraphs 
132-136). 

With respect to claim 10, Nakano teaches all the claimed limitations, except that 
he does not explicitly teach a method of prior to arranging for transfer of the data, 
encrypting the data. 

In the same field of endeavor, Nagel teaches a method encrypting the data prior 
to transferring the data to the user (Nagel: col. 23, lines 3-61.). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of the invention to incorporate the method of encrypting the data prior to 
transferring the data to the user as taught by Nagel in Nakano's invention in order to 
prevent unauthorized access from any party other than the legitimate user terminal. 

With respect to claim 11, Nakano teaches all the claimed limitations, except that 
he does not explicitly teach a method of forming ciphertext based on the data and an 
encryption key, according to a predetermined encryption routine. 
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In the same field of endeavor, Nagel teaches a method of forming ciphertext 
based on the data and an encryption key, according to a predetermined encryption 
routine (Nagel: col. 23, lines 3-61 ). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of the invention to incorporate the method of encrypting the data prior to 
transferring the data to the user as taught by Nagel in Nakano's invention in order to 
prevent unauthorized access from any party other than the legitimate user terminal. 

With respect to claim 12, Nakano teaches the method according to claim 10, 
further comprising: authenticating the data, after the data has been transferred (Nakano: 
page 9, paragraph 139.). 

With respect to claim 13, Nakano teaches the method according to claim 1 , 
wherein the access condition is based on a content license from a provider of the data 
(Nakano, page 9, paragraphs 135-136, 146.). 

Wth respect to claim 14, Nakano teaches the method according to claim 13, 
wherein the content license is located at the source consumer (Nakano, page 9, 
paragraphs 135-136, 146.). 

With respect to claim 15, Nakano teaches the method according to claim 1, 
wherein the service ticket had been obtained with a ticket granting server request/reply 
exchange between the destination consumer and a key distribution center associated 
with the source consumer, and authenticated using a ticket granting ticket encrypted 
with a cross-realm key (Nakano: fig. 14, pages 7-8, paragraphs 111-112, and page 8-9, 
paragraphs 124-134). 
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With respect to claim 16, Nakano teaches the method according to claim 15, 
wherein the step of arranging for authentication of the destination consumer comprises 
establishing security associations between the key distribution center associated with 
the source consumer and a key distribution center associated with the destination 
consumer, using the shared cross-realm key (Nakano: fig. 14, pages 7-8, paragraphs 
111-112, and page 8-9, paragraphs 124-134). 

With respect to claim 17, Nakano teaches the method according to claim 1 , 
wherein the service ticket is obtained based on an authentication server AS 
request/reply exchange between the destination consumer and a key distribution center 
associated with the source consumer (Nakano: fig. 14, pages 7-8, paragraphs 111-112, 
and page 8-9, paragraphs 124-134), and 

wherein the destination consumer is authenticated with a digital authentication 
certificate associated with the destination consumer, the digital authentication certificate 
including a realm name of the destination consumer (Nakano: paragraphs 111-112). 

With respect to claim 18, Nakano teaches the method according to claim 1 , 
wherein the step of arranging for transfer of the data comprises arranging for one of 
streaming, moving and copying of the data (Nakano: page 9, paragraph 139.). 

In regard to claim 19, the limitations of this claim are substantially the same as 
those in claim 1, but rather implemented in a computer instruction stored in a computer 
readable medium form. Therefore the same rationale for rejecting claim 1 is used to 
reject claim 19. By this rationale claim 19 is rejected. 
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In regard to claim 20, the limitations of this claim are substantially the same as 
those in claim 1. Therefore the same rationale for rejecting claim 1 is used to reject 
claim 20. By this rationale claim 20 is rejected. 

In regard to claim 21, the limitations of this claim are substantially the same as 
those in claim 9. Therefore the same rationale for rejecting claim 9 is used to reject 
claim 21 . By this rationale claim 21 is rejected. 

In regard to claim 22, the limitations of this claim are substantially the same as 
those in claim 19. Therefore the same rationale for rejecting claim 19 is used to reject 
claim 22. By this rationale claim 22 is rejected. 

With respect to claim 23, Nakano teaches the system according to claim 22, 
wherein the processor is associated with the gateway device (Nakano, fig. 3, page 5, 
paragraphs 85-86). 

With respect to claim 24, Nakano teaches the system according to claim 20, 
wherein the network communications interface is associated with a server accessible to 
the source consumer via the network (Nakano, fig. 14, page 5, paragraph 90). 

In regard to claim 25, the limitations of this claim are substantially the same as 
those in claim 19. Therefore the same rationale for rejecting claim 19 is used to reject 
claim 25. By this rationale claim 25 is rejected. 

With respect to claim 26, Nakano teaches the system according to claim 25, 
wherein the processor is associated with the server (Nakano, fig. 14, page 5, paragraph 
90). 
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8. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Nakano 
et al. (PGPUB: US 2004/0196981 A1) in view of Nagel et al. (Patent no.: US 
7,181,017 B1) and further in view of Brezak et al. (PGPUB: US 2002/0150253 A1). 

With respect to claim 8, the combined method of Nakano and Nagel teaches all 
the claimed limitations, but they fail to teach that wherein the destination consumer 
comprises a set-top box. 

In the same field of endeavor, Brezak teaches providing a set-top-box in the user 
terminal (Brezak: page 2, paragraph 19.). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of the invention to integrate the set-top-box as taught by Brezak with the 
content player in Nakano's invention in order to provide an improved and diversified 
system environment and configuration to the users (Brezak: page 2, paragraph 19). 

Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: 

• Hur (patent no. : US 7, 1 81 ,620 B 1 ) discloses a method for providing secure 
initialization of network devices using a cryptographic key distribution approach. 

• Yung (PGPUG: US 2005/0108575 A1) discloses a method for facilitating 
authenticated communication between authentication realms. 

• Berbec et al. (Patent no.: US 6,122,631) discloses dynamic server-managed 
access control for a distributed file system. 
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1 0. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Lin Liu whose telephone number is (571) 270-1447. 
The examiner can normally be reached on Monday - Friday, 7:30am - 5:00pm, EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jason Cardone can be reached on (571 ) 272-3933. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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